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Abstract

In this paper, a global key management method for hierarchical wireless sensor
networks is proposed. Firstly, a hierarchical network topology is established based on
LEACH protocol. Secondly, the base station node receives the random key information
from each cluster head node and builds a Lagrange interpolation polynomial function
based on it, each cluster head can independently obtain the global key based on its own
random key information and send it to its cluster members encrypted by a group key.
Thirdly, the new random key information is generated periodically by each cluster head
and handed to the base station to build a new Lagrange interpolation polynomial
function to realize the periodic update of the global key. The establishment and update
of global key peoposed in this paper do not need the direct participation of network
nodes, which shows the good security, small calculation and time cost, and easy to obtain.
In addition, it solves the problem of frequent encryption and decryption calculation and
multi-level transmission in the whole network broadcast communication.
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1. Introduction

There are two kinds of wireless sensor network models: plane type and hierarchical type. The
hierarchical type is usually used for the network with large scale and node density and it is also the
main support network model for the research of various topics of wireless sensor network [1-2]. At
present, the key management of hierarchical wireless sensor network mainly focuses on the research
of session key and group key [3-7]. Without considering the efficiency of network management, these
two keys can basically complete the security management of hierarchical network, but there are still
some special cases to be considered, such as: the main communication mode of wireless sensor
network is broadcast, if according to the current key management mode, the base station (BS) needs
to send the information for broadcasting to the neighbor cluster head encrypted by the different private
session key, and then these neighbor cluster heads decrypt the information and encrypt it again by
another different private session key. Step by step, each cluster head transmits the broadcast
information level by level until each cluster head gets the broadcast information. Finally, each cluster
head broadcasts the initial broadcast information to its own cluster member with its own group key
[8-10]. The disadvantage of this mode is that it requires multiple independent encryption and
decryption calculations and multi-level transmission. If the network scale is large, there will be too
many calculation cost and time cost.
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The global key is defined as the communication key shared by the base station and all network nodes,
which is similar to the group key in understanding, as long as the whole hierarchical network is
understood as a group. The global key distribution method is also clear, in which the global key is
encrypted by BS and sent to each cluster head, and then it is encrypted by the cluster head with its
own group key and broadcasted to each member. After that, each network member can obtain the
global key.

The global key can be used for the information that all members need to know, such as the networking
initializing command. Different from the method of building the group key, BS and all cluster heads
are regarded as a group of nodes to build the global key, in which the whole network node is not
required to participate. However, in order to prevent collusion attacks, it is suggested that the use of
global key should be limited in the cluster heads, and group key should still be used between members
in the cluster. In the broadcast stage, if the power of BS is large enough, all cluster heads will receive
the broadcast information encrypted by the global key at one time, and then forward it to the group
members at one time, which does not need frequent encryption and decryption calculation and multi-
level transmission and greatly saves the calculation cost and time cost.

In this paper, the global key management method of hierarchical wireless sensor network includes
the global key building method and the global key updating method.

2. Method of Global Key Building

As shown in Figure 1, this paper constructs a hierarchical network topology based on LEACH
protocol [11], which includes BS, cluster heads and cluster members.

In LEACH, assume that each common sensor node generates a random number between 0 and 1, and
it will be the cluster head if some random number is less than a certain threshold valueT (n).

1
T (n) _ {1 p[r mod(B)] neG )

0 else

Where, Pis the percentage of desired cluster head nodes, I is the round, Gis the common sensor
nodes set in Iast}/p round.

Figure 1. Hierarchical network topology

As shown in Figure 2, the global key management method of the hierarchical wireless sensor network
is described and the specific steps of the global key building method are as follows:
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Step 1: initializing and presetting keys. Assume that the communication session key of neighbor
nodes a and b in any network is K,,and the encryption group key of broadcast communication in
any cluster j is K, .

Step 2: sending key information. Assume that there are I cluster heads in the network, each cluster
head randomly generates a key informationm(i) and the key information of these I cluster heads is

recorded asm(1),m(2),....,m(r). Each key information is encrypted by the session key between
adjacent cluster heads and sent to BS step by step. The process is as follows: some cluster head j
sends its key information m(j) and identity address !Dey, , sending the encrypted information

i

EKCHJ_CHK ( (i )IIIDCHj) to the upper cluster head k firstly, and then the cluster head k decrypts the

information with the session key Kcw,cn, and continues to encrypt the uploaded information in the
same way until BS receives the information. If the cluster head j is adjacent to the BS, it can be
directly transmitted to the BS by the key Ke, ss encryption;

Step 3: BS decrypts the key information m(1),m(2),....m(r) and the identity information

IDg,, , IDe, s+ IDgy_corresponding to each cluster head, and then using m(1),m(2),....,m(r) as the
interpolation nodes to generate Lagrange interpolation polynomial:

L(x)=aM_(x)+a,M (x)+---+aM (x) ZaJH(m (|

e (x=m(1))-+(x=m(i-1))(x=m(i+1))...(x=m(r)) a(l).a oy )

Where M, (x) (0 =m)-~(m () -m(—D) (1) -m(i +1) (M (D) -m (1] and a(1).a(2)....a(r) are polynomial
functions or real constants that are not zero.

\_/

)) (= 1) (2)

Step 4: BS randomly generates a global key K and generates a another Lagrange interpolation
polynomial function L, (X) in combination with L(X).

Cem)
Z JH( (3)-m(i )) Ko, (i # ) 3

Step 5: BS will send L (X) to each cluster head through session key encryption step by step, the
process is as follows: assume cluster head i is adjacent to BS, then BS encrypts and sends information

i s ('-1(X)||{|DCH1 |2, [[1Dgy, [l @, [[-. [ 1Dy I ar}) by using the session key K s . Cluster head
i decrypts the information L (X) and obtains the coefficient & after its own identity address, where

{IDCHi IIai} will be deleted from the next level of transmission information. and then sends the

information to the next cluster heads in the same encryption way. Similarly, each cluster head will
decrypt the information L, (X) and obtain the coefficient after its own identity address which also will

be deleted from the next level of transmission information. In order to obtain the global key K, each
cluster head will bring its own key informationm(i) into L, (x), and

L (m(@)) =
{Mj (m(i))=0,i = j (4)

Therefore, L (m(i))=aKs, and the cluster head gets the global key K, = Ll(m(l))a_ by ;.
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Step 6: the cluster head group key encrypts the global key and broadcasts it, such as cluster j encrypts
K based on the group key Kcu,, recorded as EKCHJ_ (KG) broadcasted to all cluster members, so that

all network nodes obtain the new global key K .

Initialization

Building hierarchical topology
network based on LEACH

Preseting session key and group key

Sending m(1),m(2),...,m(r)

BS decrypts m(ill),m(Z),...,m(I’)
v

BS generatesL(x) and global key K

v

BS generates Ll(x) in combination

Encryption and return
\ 4

Cluster head obtains K based on key information

v

Group key encrypts K and broadcasts it to
the cluster members

END

Figure 2. Flow chart of global key generation

3. Method of Global Key Updating

As shown in Figure 3, the global key management method of the hierarchical wireless sensor network
is similar to the key establishment method, and the specific steps are as follows:

Step 1: the I' cluster heads in the network re-generate the new key information of two mutual prime
m(1),., M(2),0,----M(r),., randomly and encrypt their own key information and identity address

(m(i)new||IDCHi ) by using the session key between adjacent cluster heads, and then send them to BS
step by step.
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Step 2: BS decrypts the step 1 information and obtains m(),..,.m(2)..,,.----m(r).., and uses these new
key information as the interpolation nodes to generate a new Lagrange interpolation polynomials
L(X)new and Ll(x)neW’Where

r r (x—m(i) ) o
X new a'ﬂew . ner/ K new \1 7 ] 5
002l gy e 1) ®
Step 3: different from the global key building method, BS encrypts L, (x),, with the old global key

Ks and broadcasts it to the neighbor cluster heads, which is recorded as
EKG(H(X)neW”{'DCHl Il e Il 1B, 1 zpen II-- 11 1Dy, IIameW}). All the neighbor cluster heads of BS

decrypt the information L, (x), ., and obtain the coefficients after their own identity addresses which

will be deleted from the next level of transmission information. And using the same encryption
broadcast method to send the information to the next level of cluster heads until all cluster heads

obtain L (x) ., and their own coefficients. Each cluster head can bring its new key information into

L,(x),,, toobtain the global key K, = Li(m(i)nev%

Step 4: the cluster head group key encrypts the global key and broadcasts it, such as cluster j encrypts
K snew based on the group key Key | recorded as EKCH]_ (KGnew) broadcasted to all cluster members, so

that all network nodes obtain the new global key K., and delete the old K after the global key

update.
START
Sending m(1) ..m(2)_ .....m(r)
I
BS
R, A
1BS
: BS decrypts m(l)new’ ( )new """ (r)new
BS generatesL (x) _and global key K .,
BS generates L, (x)_, in combination
- ] ,,,,,,,,,,,,,,,,,,,,,,,,,,, I
Ks encryption and return
h 4
Cluster head obtains K, . based on key information
Group key encrypts Kq,.,, and broadcasts it to the
cluster members, deletes K
END
Figure 3. Global key update flowchart
4. Security

There are two factors that affect the security of the global key.
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One is BS, because the global key is generated randomly by the base station and has no relationship
with the nodes in the cluster. It is completely impossible to capture BS so that the key source is
absolutely safe.

The other is the key informationm (i) , all cluster heads obtain the global key through m(i) . From
the building process of the global key, it is known that m(i) is the key to obtain the key, but it has

nothing to do with the key itself. Meanwhile, the transmission of m(i) is completed by the session
key, so it needs to resolve the session key in order to obtain the key information. This equivalent
security relationship is that the security of key information m(i) is equivalent to the security of the

global key, while the security of m(i) is equivalent to the security of the session key, which means

that the security of global key is equivalent to the security of the session key, so the security of the
global key can be guaranteed as long as the pre-set session key is strong enough to resist capture.

5. Conclusion

In this paper, aiming at the problem of frequent encryption and decryption calculation and multi-level
transmission in traditional key management method of hierarchical wireless sensor network, and a
large amount of calculation and time cost in large-scale network, a key management method of
hierarchical wireless sensor network is proposed, which is based on random key information to build
Lagrange interpolation polynomial function. Each cluster head obtains the global key independently
based on its own random key information and broadcasts it to the cluster members through a group
key encryption. The network cluster head periodically generates a new key information randomly to
update the global key. This method has the advantages of small computation cost, convenient
acquisition and fast and secure broadcast communication in the whole network.
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